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Abstract

Graph embedding has become a powerful tool for learning latent
representations of nodes in a graph. Despite its superior perfor-
mance in various graph-based machine learning tasks, serious pri-
vacy concerns arise when the graph data contains personal or
sensitive information. To address this issue, we investigate and
develop graph embedding algorithms that satisfy local differential
privacy (LDP). We introduce a novel privacy-preserving graph em-
bedding framework, named PrivGE, to protect node data privacy.
Specifically, we propose an LDP mechanism to obfuscate node data
and utilize personalized PageRank as the proximity measure to
learn node representations. Furthermore, we provide a theoretical
analysis of the privacy guarantees and utility offered by the PrivGE
framework. Extensive experiments on several real-world graph
datasets demonstrate that PrivGE achieves an optimal balance be-
tween privacy and utility, and significantly outperforms existing
methods in node classification and link prediction tasks.
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1 Introduction

Many types of real-world data can be naturally represented as
graphs, such as social networks, financial networks, and trans-
portation networks. Over the past few years, graph embedding
has attracted much attention due to its superior performance in
various machine learning tasks, such as node classification and link
prediction [30, 36, 41, 45]. Graph embedding is a representation
learning problem that uses vectors to capture node features and
structural information in a graph. However, most real-world graphs
involve sensitive information about individuals and their activities,
such as users’ profile information and comments in social networks.
The direct release of embedding vectors of users provides a poten-
tial way for malicious attackers to infer the attributes and social
interactions, which could potentially be private to the users. The
growing awareness of privacy and the establishment of regulations
and laws indicate that it is important to develop privacy-preserving
graph embedding algorithms.

Differential privacy (DP) [9] has recently become the dominant
paradigm for safeguarding individual privacy in data analysis. A
vast majority of differentially private graph learning algorithms
are designed under the centralized model [2, 10, 22, 33, 39, 43],
which assumes that a trusted data curator holds the personal data
of all users and releases sanitized versions of statistics or machine
learning models. However, this assumption is impractical in some
applications due to security or logistical reasons. The centralized
model carries the risk of users’ data being breached by the trusted
data curator through illegal access or internal fraud [13, 14]. In
addition, some social networks are inherently decentralized and
distributed, where no centralized party holds the entire social graph.
As aresult, the centralized DP algorithms cannot be applied to these
decentralized social networks.

In contrast to centralized DP, local differential privacy (LDP) [18]
has emerged as a promising approach that ensures stronger pri-
vacy guarantees for users in scenarios involving data aggregation.
LDP operates under a local model, where each user perturbs their
data locally and transmits only the perturbed data to an untrusted
data curator. This means that the original personal data remains
confined to the users’ local devices, effectively eliminating the risk
of data leakage that might occur in the centralized DP settings. As
a result, LDP provides an enhanced level of privacy protection for
individuals. The practicality and effectiveness of LDP have been
recognized by major technology companies, such as Google [11],
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and Microsoft [5], which have deployed LDP-based solutions to
handle sensitive user data while preserving privacy. Moreover, the
applicability of LDP extends beyond centralized settings, making it
an appealing choice for decentralized applications.

In this paper, our focus is on exploring the design of graph em-
bedding algorithms that satisfy LDP, where the node features are
private and sensitive, and the global graph structure information
is maintained by the data curator. This scenario arises in various
domains, particularly in social network analysis and mobile com-
puting. For instance, consider a social networking platform or a
dating application that utilizes node representations to capture re-
lationships between users. In this context, individuals’ attributes
and preferences are treated as private node features. Integrating
LDP in graph embedding for such applications can safeguard users’
sensitive data while empowering the platform to offer valuable
services.

In the local setting for DP, each user sends only perturbed node
features to the data collector. However, a key challenge arises when
dealing with high-dimensional node features used for graph embed-
ding, as the perturbation in such scenarios can result in significant
information loss. To overcome this challenge, some researchers
have proposed various approaches, including sampling techniques
and tailored perturbation mechanisms, aimed at preserving utility
in the high-dimensional space [8, 15, 24, 32, 37]. Nevertheless, these
mechanisms also introduce excessive noise to the data, potentially
compromising overall performance.

In this paper, we propose PrivGE, a novel privacy-preserving
graph embedding framework based on private node data. Our
framework offers provable privacy guarantees, building on the
principles of local differential privacy. Specifically, to protect the
privacy of node features, we propose the HDS (an acronym for
High-Dimensional Square wave) mechanism, an LDP perturbation
technique tailored for high-dimensional data. Each user can adopt
this perturbation mechanism to obfuscate their features before send-
ing them to the data curator. The server leverages graph structure
information and perturbed node features to learn graph representa-
tions. To avoid neighborhood explosion and over-smoothing issues,
we decouple the feature transformation from the graph propagation.
Furthermore, we adopt personalized PageRank as the proximity
measure to learn node representations. Importantly, we conduct
a comprehensive theoretical analysis of the utility of the PrivGE
framework. Our findings indicate that the proposed approach yields
smaller error bounds than existing mechanisms, specifically, from
O( w) down to O(log(d/8)), making it a more efficient solu-
tion'. Finally, to assess the effectiveness of the PrivGE framework,
we conduct extensive experiments on various real-world datasets.
The results demonstrate that our proposed method establishes state-
of-the-art performance and achieves decent privacy-utility trade-
offs in node classification and link prediction tasks. In summary,
we highlight the main contributions as follows:

e We propose PrivGE, an innovative framework that aims to pre-
serve privacy in graph embedding. Our method provides provable
privacy guarantees and simultaneously ensures effective graph
representation learning.

!Note that d denotes the dimension of the node features, and € represents the privacy
budget. Additionally, § is a constant between (0, 1].
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e To address the challenge dealing with high-dimensional node
features, we propose the HDS mechanism to protect node fea-
ture privacy. This perturbation technique empowers users to
obfuscate their features locally before reporting them to the data
curator, thus enhancing privacy protection.

e We conduct a comprehensive theoretical analysis of the utility
of PrivGE and alternative mechanisms. The results demonstrate
that our mechanism offers smaller error bounds than the others,
reducing them from O (<92 to O(log(d/5)).

e We conduct extensive experiments on various real datasets. The
experimental results show that our proposed method achieves
better privacy-utility trade-offs than existing solutions. For in-
stance, our proposed method achieves about 8% higher accuracy
than the best competitor on the Pubmed dataset in node classifi-
cation.

2 Preliminaries

Problem Statement. We consider an undirected and unweighted
graph G = (V,E), where V is the set of nodes (i.e., users) and
& represents the set of edges. Let |'V| be the number of nodes.
Each user v € V is characterized by a d-dimensional feature vector
X,, and we use X € RIVI*4 to denote the feature matrix. Without
loss of generality, we assume the node features are normalized
into [-1,1]% Let A and D represent the adjacency matrix and the
diagonal degree matrix, respectively. For each node v € V, N (v) is
the set of neighbors of v, and the degree of v is [N (v)].

We assume that the data curator is an untrusted party with access
to the node set V and edge set &. However, the data curator cannot
observe the feature matrix X, which is private to users. Our ultimate
objective is to learn a node embedding matrix and simultaneously
protect the privacy of node data.

Local Differential Privacy. Differential privacy [9] has become
the dominant model for the protection of individual privacy from
powerful and realistic adversaries. DP can be bifurcated into central-
ized DP and local DP. Centralized DP assumes a scenario where a
trusted curator holds all users’ personal data and releases sanitized
versions of the statistics. In contrast to centralized DP, local DP
operates under the assumption of a local model, where the data
curator is considered untrusted. Specifically, each user perturbs
their data via a randomized perturbation mechanism and sends the
obfuscated data to the untrusted data curator.

Definition 2.1 (e-Local Differential Privacy [18]). Given € > 0,
a randomized algorithm A satisfies e-local differential privacy if
and only if for any two users’ private data x and x’, and for any
possible output y € Range(A), we have

Pr[A(x) =y] < e - Pr[A(X) =y]. 1)

Here, the parameter € is called the privacy budget, which controls
the strength of privacy protection: a lower privacy budget indicates
stronger privacy preservation but leads to lower utility. In addition,
LDP satisfies some important properties that can help us develop
more sophisticated algorithms.

2Note that it is a common assumption in [32] that the feature fields are known to the
users, so this normalization step does not compromise privacy.
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Proposition 2.2 (Sequential Composition [3]). Given the sequence
of computations Ay, Ay, ..., Ay, if each A; satisfies €;-LDP, then
their sequential execution on the same dataset satisfies ,; €;-LDP.

Proposition 2.3 (Post-processing [3]). Given A(-) that satisfies
€-LDP, then for any algorithm B, the composed algorithm B(A(-))
also satisfies e-LDP.

Graph Embedding. The task of graph embedding is to learn
the latent representation of each node. Numerous studies have
shown that the latent representations can capture the structural
and inherent properties of the graph, which can facilitate down-
stream inference tasks, such as node classification and link predic-
tion [30, 41, 45].

As an important class of graph embedding methods, the message
passing framework is of interest due to its flexibility and favorable
performance. This framework comprises two phases: (i) message
propagation among neighbors, and (ii) message aggregation to
update representation. Most GNN models, such as GCN [20] and
GAT [35], employ a message passing process to spread information.
At each layer, feature transformation is coupled with aggregation
and propagation. Increasing the number of layers allows the model
to incorporate information from more distant neighbors, which
promotes a more comprehensive node representation. However,
this approach may lead to over-smoothing and neighborhood ex-
plosion [1].

To address these inadequacies, some studies [1, 21] decouple
the feature transformation from the graph propagation and exploit
node proximity queries to incorporate multi-hop neighborhood
information. Personalized PageRank [1], a widely-used proximity
measure, can characterize node distances and similarities. Conse-
quently, we apply the personalized PageRank matrix to the feature
matrix X to derive the representation matrix Z. The graph propa-
gation equation is defined as follows:

Z=T1-X=) a(l-a)'- (D'AD™) - X, @)

=0

where IT is the personalized PageRank matrix, r € [0,1] is the
convolution coefficient and a € (0,1) is the decay factor. The
parameter « controls the amount of information we capture from
the neighborhood. To be specific, for the values of a closer to 1, we
place more emphasis on the immediate neighborhood of the node,
which can avoid over-smoothing. As the value of & decreases to 0,
we instead give more attention to the multi-hop neighborhood of
the node.

3 The Proposed Method

In this section, we describe our proposed differentially private
framework for graph embedding. It consists of two components: a
perturbation module and a propagation module. The perturbation
module is utilized to locally obfuscate node features before they
are sent to the data curator. This component helps relieve users’
concerns about sharing their private information. However, the
node features to be collected are likely high-dimensional, whereas
most LDP perturbation functions focus on one-dimensional data,
such as the Laplace mechanism. Since each user is authorized a
limited privacy budget, the allocated privacy budget in each di-
mension is diluted as the number of dimensions increases, which
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results in more noise injection. While some LDP mechanisms, such
as One-bit mechanism [5] and Piecewise mechanism [37], have
been extended to handle the high-dimensional data [32, 37], these
mechanisms introduce much noise into the data, which compro-
mises performance. The Square wave mechanism [23] is another
LDP mechanism that aims to reconstruct the distribution of one-
dimensional numerical attributes. This mechanism provides a more
concentrated perturbation than the two mechanisms mentioned
above (i.e., One-bit mechanism and Piecewise mechanism). Thus,
to address this problem, we extend the Square wave mechanism to
handle high-dimensional data, and develop an LDP mechanism to
perturb the node features.

The propagation module is used to spread node features via
information exchange between adjacent nodes, where the represen-
tation of each node is updated based on the aggregation of its neigh-
bors’ features. However, most methods suffer from neighborhood
explosion and over-smoothing issues, as explained in Section 2.
To address these problems, we decouple feature transformation
and propagation, and adopt personalized PageRank as the graph
propagation formula to obtain the representation matrix. More im-
portantly, we provide a comprehensive theoretical analysis of the
utility of our proposed method and alternative mechanisms.

In the rest of this section, we first introduce the technical details
of the perturbation module used for privacy assurances and some
theoretical properties of our proposed mechanism. Next, we present
the propagation process designed for graph embedding. Finally, we
conduct a utility analysis of the proposed framework.

3.1 Perturbation Module

The target of the perturbation module is to gather node features
from individuals under LDP. In specific, each user v € V perturbs
his/her private feature vector x, using the perturbation mechanism
and sends the perturbed data %, to the data curator. The crucial as-
pect is to devise a randomization mechanism that provides plausible
deniability. In this section, we first review three existing perturba-
tion mechanisms and discuss their deficiencies. Then, we propose
our mechanism for feature perturbation.

Existing Solutions. Laplace mechanism [9] is a well-established
approach enforcing differential privacy. It can be applied to the
LDP setting in the following manner. Assuming each user pos-
sesses a one-dimensional value x in the range of [—1, 1], we de-
fine a randomized function that generates a perturbed value x =
x + Lap(2/e€). Here, Lap(A) represents a random variable that fol-
lows a Laplace distribution with a scale parameter A. The Laplace
distribution is characterized by the probability density function

f(x) = 3 exp(=5).

To extend this mechanism to high-dimensional values, a straight-
forward method is to collect the perturbed value separately using
the Laplace mechanism in each dimension. In this approach, each
dimension is assigned a privacy budget of €/d. Applying the com-
position property of LDP as described in Proposition 2.2, we can
conclude that the entire collection of values satisfies e-LDP. In the
high-dimensional space, since the injected Laplace noise in each
dimension follows Lap(2d/e), it is evident that the perturbed value
X is unbiased, and its variance is 82 Furthermore, the Laplace
mechanism embodies a category of LDP mechanisms known as

e
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Figure 1: The worst-case noise variance vs. privacy budget
for one-dimensional data.

unbounded mechanisms, where the noise injected into the original
value ranges from negative to positive infinity.
In the one-dimensional Piecewise mechanism [37], the input
domain is [—1, 1], and the range of perturbed data is [—s, s], where
= :,/: *. Given an original value x € [—1, 1], the perturbed value
X is sampled from the following distribution:

if c € [£(x),r(x)],
if c € [-s,2(x)) U (r(x),s],

®)

ec?

Pr[x =c|x] = {p,

/2

where p = 2;‘;2, t(x) = % -x = %, and r(x) = £(x) +s— 1.
Wang et al. [37] also propose an extension of the Piecewise mecha-
nism to process high-dimensional data. The extended mechanism
adopts a sampling technique so that each user reports only k out
of d dimensions of his/her perturbed data to the data curator. In
that case, each reporting dimension is allocated ¢/k privacy bud-
get, and the reporting data x is calibrated to ensure that the final
outcome x is unbiased. Formally, x is obtained by X = % - %. In the
high-dimensional setting, the variance of X induced by Piecewise
mechanism is Var[x] = BZ((://;Z;J:SI))Z + [k(‘ij;:fk_’l) -1] - x%
Multi-bit mechanism [32] is another perturbation function used
to handle high-dimensional data under LDP. In its one-dimensional
form, the original data x € [—1,1] is perturbed into —1 or 1, with

the following probabilities:

1 x+1 | e‘-1 :
. ——+ == ife=1
Prix=clx] = qet 2, ety o ’ (4)
e+l 2 e+’ ife=-1

In the high-dimensional space, similar to the Piecewise mech-
anism, the algorithm first uniformly samples k out of d dimen-

sions without replacement and then performs £-LDP perturbation

for each sampled dimension. In the end, the data curator trans-
e/k

forms the reporting data x to its unbiased estimate X = ,‘f((://kfll)) X

The variance of X induced by Multi-bit mechanism is Var[x]

d (e’ +1y2

k \ec/k—1

wise and Multi-bit mechanisms perturb the original value into a

bounded domain. Consequently, these mechanisms are referred to
as bounded mechanisms.

— x%. In contrast to the Laplace mechanism, the Piece-

Deficiencies of Existing Solutions. Even though these mecha-
nisms can handle high-dimensional data, they introduce a signif-
icant amount of noise to the private data, leading to a decline in
performance. To be specific, in the one-dimensional scenario, we
visualize the worst-case noise variance of different mechanisms un-
der varying privacy budgets, as illustrated in Figure 1. Note that in
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Algorithm 1: Extended Square Wave Mechanism

Input: single feature x € [—1, 1], privacy budget € > 0
Output: perturbed feature ¥ € [-b — 1,1+ b]

_ _ee€—ef+1 .,
Letb = (e ety

2 Let n be sampled uniformly from [0, 1];
if 5 < bléiil then
L Sample a random value X uniformly from [x — b, x + b];

[

wow

o o

else
Sample a random value X uniformly from
[-b-1,x-b)U(x+b1+b];

return x

<

Figure 1, we also add the Square wave mechanism [23] for compar-
ison. The Square wave mechanism was originally proposed in [23],
which can achieve LDP when handling one-dimensional data. We
can observe that the Square wave mechanism [23] provides a con-
siderably smaller noise variance than the Piecewise mechanism
for € < 3.5, and only slightly larger than the latter for € > 3.5.
Moreover, the worst-case noise variance provided by the Square
wave mechanism is consistently smaller than that of the Laplace
mechanism and the Multi-bit mechanism when e < 5.0. In conse-
quence, the Square wave mechanism provides more concentrated
perturbation. In the high-dimensional setting, unbiased calibration
is not conducive to graph embedding and can result in injecting ex-
cessive noise. The Square wave mechanism is designed to estimate
the distribution of one-dimensional numerical data. Inspired by the
ideas of [37] and [32], we generalize the Square wave mechanism
to feature collection in high-dimensional space.

HDS Mechanism. Our HDS mechanism is built upon the Square
wave mechanism [23], which can handle only one-dimensional data.
The Square wave mechanism is based on the following intuition.
Given a single feature x, the perturbation module should report a
value close to x with a higher probability than a value far away
from x. To some extent, the value close to x also carries useful in-
formation about the input. The Square wave mechanism is initially
designed for an input domain of [0, 1]. However, in our scenario, the
node features are normalized to the range of [-1, 1]. Consequently,
we extend this mechanism to enhance its capability in handling
a broader range of node features, specifically [—-1, 1]. Algorithm 1
outlines the perturbation process for one-dimensional data. The
algorithm takes a single feature x € [—1, 1] as input and produces

a perturbed feature ¥ € [—b — 1,1+ b], where b = ‘f(ee’—_‘;fll) Let

p= ﬁ and g = quz. The noisy output x follows the distribu-
tion as below:
. p, ifce [x—bx+D],
Pr[x = =
rlx = clx] {q, ifee [—b-1x—b)U(x+b 146]. )

Algorithm 2 presents the pseudo-code of our HDS mechanism
for high-dimensional feature collection. The algorithm requires that
each user perturbs only k dimensions of their features vector rather
than d. This is because, according to the composition property of
LDP described in Proposition 2.2, it increases the privacy budget for
each dimension from €/d to €/k, reducing the noise variance. Given
a feature vector x, the algorithm first uniformly samples k values
from {1,2,...,d} without replacement, where k is a parameter
that controls the number of dimensions to be perturbed. Then
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Algorithm 2: HDS Mechanism

Algorithm 3: Backward Push Propagation

Input: feature vector x € [—1,1]¢, privacy budget e > 0, sampling
parameter k € {1,2,...,d}

Output: perturbed feature vector x € [-b — 1,1+ b]¢
1 Let S be a set of k values sampled uniformly without replacement

from {1,2,...,d};
for j € {1,2,...,d} do
3 if j € S then

| Xj < Feed x; and { as input to Algorithm 1;

)

5 else
L }Ej «— 0;

=N

7 return X = [%, X2,...,%q]"

for each sampled value j, the perturbed feature X; is generated
by Algorithm 1, taking x; and £ as input. Correspondingly, the
rest of the d — k features are encoded into 0 to prevent privacy
leakage. Given that the output domain of the HDS mechanism is
bounded, our proposed mechanism can be categorized as a bounded
mechanism.

Theorem 3.1. The HDS mechanism presented in Algorithm 2 satis-
fies e-local differential privacy for each node.

Proor. First, we prove that the Algorithm 1 provides e-LDP.
Let A(x) be the Algorithm 1 that takes the single feature x as in-
put, and X = A(x) is the obfuscated feature corresponding to x.
Suppose x; and x, are private features of any two users. Accord-
ing to Equation (5), for any output ¥ € [-b — 1,1 + b], we have
% < 2;—” - (2be€ +2) = e€. Thus, the Algorithm 1 satisfies
€-LDP. Since Algorithm 2 executes £ -LDP operations (Algorithm 1)
k times on the same input data, then according to the composition
property, Algorithm 2 satisfies e-local differential privacy. O

In the following analysis, we examine the bias and variance of
the HDS mechanism.

Lemma 3.2. Let X, be the output of Algorithm 2 on the input vec-
tor X,. For any dimension j € {1,2,...,d}, B[%,;] = C - x,; and
o _ k(bPe/*+3b2+3b+1) _ kb(ek-1)

Var[%, ;] = (:d(;e—e/k:l)* +(C = CHx? ;, where C = %.

Proor. For the expectation, we have
E[%,] = E[Xo,|j € S]Pr[j € S] +E[xy,;j ¢ S]Pr[j ¢ S]

k. .
:E.E[xv’jh e S]. (6)
According to Equation (5), we have
1 X, ;—b Xy +b " 1+b
E[%,;lj = tdt te€’*dt tdt
[%,;1) € S] Sheclk 12 ([1—b +‘/erb e +/xw+b )
b(e/* - 1)
= Tpetrl )
Combining (6) and (7) we conclude
. kb(e/* —1)
E[X,;] :W~xv,jzc-xw. 8)
For the variance, we have
Var[%, ;] = E[%] ;] - (E[%,,])*
=E[%;,]j € S]Pr[j € SI+E[%],]j ¢ S]Pr[j ¢ S]-E*[ %]
k . -
= - -E[%],j € S] - (E[%,,;])* )

d
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Input: graph G = (V, &), perturbed feature matrix X, decay factor
a, convolutional coefficient r, threshold 7,4
Output: embedding matrix Z
1 Initialize reserve matrix Q < 0 and residue matrix R < D™" X;
2 while 3o and 3j € {0,...,d — 1} s.t. |[R(v, j)| > rmax do
3 foru € N(v) do
t || R@) —R@H+(1-a)

5 Q(U)j)&Q(U’j)"'a'R(U’j);
6 R(v,j) « 0;

7 Z(—Dr~Q;
8 returnZ

R(v.j) .
N[

According to Equation (5), we have

L —b L +b 14b
[ de [0 el dre [ 12 dt

-1-b X+

E[%;,1j € S1=

2becl* + 2
bPe’* +3b2 +3b+1  b(e/k —1)
— X5 (10)
3(bec/k +1) bec/k +1 "
Combining (8), (9) and (10) yields
N k(b®e’% +3b% +3b +1) o o
Var[%, ;] = 3d(be T+ 1) +(C = C)xy e (11)
O

3.2 Propagation Module

The propagation module takes the perturbed feature matrix X as
input, which comprises obfuscated feature vectors %, for each user
v € V, and outputs the embedding matrix Z. To incorporate neigh-
borhood information, we exploit personalized PageRank as the
proximity measure for graph propagation. Formally, the process of
graph propagation can be formulated as follows:

Z=T-X= Z a(l1-a) - (D"'AD7)! - X,
=0
We utilize the well-established backward push algorithm [41] as a
standard technique to calculate personalized PageRank. In our work,
we extend this algorithm to enable efficient graph propagation.
Algorithm 3 illustrates the pseudo-code of the backward push
propagation algorithm. Intuitively, the algorithm starts by setting
the residue matrix R = D7"A and the reserve matrix Q = 0 (Line
1). Subsequently, a push procedure (Line 2-6) is executed for each
node v if the absolute value of the residue entry R(v, j) exceeds a
threshold r,,4, until no such v exists. Specifically, if there is a node
v meeting |R(v, j)| > Fmax, the algorithm increases the residue of
each neighbor u by (1-a) - \l}\(f?j;l and increases the reserve of node
v by a X R(v, j). After that, it reset the residue R(o, j) to 0. Finally,
the embedding matrix is Z = D” - Q. The propagation process can
be seen as post-processing and thus does not consume additional
privacy budget.

(12)

3.3 Utility Analysis

In this section, we conduct an in-depth theoretical analysis regard-
ing the utility of the PrivGE framework. Additionally, for compari-
son, we also present a set of theorems that characterize the utility
of alternative mechanisms, including the Laplace, Piecewise and
Multi-bit mechanisms.
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For each node v € V, we use z, and Z, to represent the true
node embedding vector and the perturbed node embedding vec-
tor, respectively. In addition, we define the £, norm of I1,, as ||IL, ||, =
(3 ey (TI(o, u))?) /2 and the £, norm as || T, || = max,cq [TI(2, u)|.
For any dimension j € {1,...,d}, according to Equations (2) and
(12), we have z,; = X,cy (0, 1) - x,,; and Z,; = 3,eqp (0, 1) -
Xuj- The following theorem establishes the estimation error of the
PrivGE framework.

Theorem 3.3. Given § > 0, for any node v, with probability at least

Proor. The variable Z,,; = 3., c t, is the sum of |'V| indepen-
dent random variables, where t,, = II(v, u) - X, ;. According to the
Algorithm 2, we have t, € [a,, b,], where a, = II(v,u) - (=b—1)
and b, = II(v,u) - (b + 1). Observe that b, — a,, < 2(b + 1) for any
node u. Then by Bernstein’s inequality, we have

Prllz0; - ), Elt]| > 7]

TZ

n ) (13)

2 Y uey Var[t,] +37(b+1)
where E[t,] = II(v,u) -E[X, ;] and Var[t,] = (I(v, u))? - Var[%,, ;].
The asymptotic expressions involving € are evaluated in e — 0,
which yields b = L= = O(1) and Var(%,;] = O(k/d).
Therefore, we have

Prllze; = ). Eltl > 7]

,[.2
O - Loy () +7-O(1)
There exists 7 = O(log(d/J)) such that the following inequality
holds with at least 1 — §/d probability

< 2-exp(—

< 2-exp(— (14)

o= Y ElL]I <7 (15)
Observe that
|0 = ., Eltull
. k b(es’* —1)
= |20 — 2o+ 20 — 7 e+l “ Zojl
s k b(es’* -1)
2 |Zv,j_zv,j|_|zv,j_a'm' wl- (16)

Since x,,; € [-1,1] and },,cq II(v,u) = 1, combining (16) in (15),
we have

. k b(e’k —1)

|20, = 20| < T+|20— = ————— 20| = O(log(d/J)).
By the union bound, max;c(, a |Zo; — Zo,| < O(log(d/5)) holds
with at least 1 — § probability. O

Next, we present a series of theorems that delineate the utility
of alternative mechanisms.

Theorem 3.4. Assume that the perturbation function is the Laplace
mechanism. Given § > 0, for any node v € V with probability as
least 1 — 8, we have

Mo 13
| | O(dlug(d/é) ),8 < 2de” @Ml |
max |Z,;—2;|= /_E ;
Jetlond) o.J o.J O(d lﬂg(d/5)) 5> zde_z‘\:ﬁ:‘\:fzn
€ U= ’

To prove Theorem 3.4, our initial step entails demonstrating the
sub-exponential nature of the Laplace random variable. Thus, we
present the definition of sub-exponential random variables.
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Definition 3.5 (Sub-exponential distirbutions). A random variable
n is said to be sub-exponential with parameter v (denoted n ~
subE(v)) if E[] = 0, and its moment generating function (MGF)
satisfies

E[e*"] < &5 V'/2V|s| < 1/v.

(17)

Then, the following lemma confirms that the Laplace distribution
is sub-exponential.

Lemma 3.6. If a random variable nj obeys the Laplace distribution
with parameter A, then n is sub-exponential: n ~ subE(21).

Proor. Without loss of generality, we consider a centered ran-
dom variable  ~ Lap(1). Its moment generating function (MGF)
is given by E[e*"] = 5 for |s| < 1. Notably, one of the upper
bounds on the MGF is E[e*"] < e for |s| < 1. This indicates that
n ~ subE(2).

Next, we extend the result to the Laplace distribution with pa-
rameter A. Note that if  ~ Lap(1), then Ay ~ Lap(A). As a re-
sult, the upper bound on the MGF becomes E[e*] < 245" for
[s] < ﬁ, from which we conclude that the distribution Lap(2) is
sub-exponential with parameter v = 2. O

Now, we prove Theorem 3.4.

Proor. If the perturbation function is the Laplace mechanism,
wehave z, -2, ; = Xy (v, u) -1, where n,, ~ Lap(2d/e). Since
the random variable 1, ~ subE(4d/€), according to the Bernstein’s
inequality we have

Pr|2o) = zojl > 7] = Pr[| ) TH(o,u) -l > 7]

2e~TE/RAILIE  iro < 7 < LI
» HO<T <
ge-relsdille iy > AL (18)
’ €|, [l *

4d (I, |15 —
- Let é/d =

2e~7 /24U Solving for 7, we obtain 7 = 4-/2log(2d /) ||TL, ||,
Mo 13

In this case, § must satisfy the condition § > 2de #mi% . Utilizing the

union bound and evaluating the asymptotic expressions for small e
Mo 1%

(i.e., € — 0), we can deduce that when § > 2de” @I% | there exists

7 = O(d+/log(d/6)/e) such that the inequality max;e(i, a4} |70 —
Zy 7| < T holds with at least 1 — § probability.

461\]\_1117‘\\5. Similar to the first case, let §/d =

. Solving the above for 7, we have 7 = Sf -log(2d/d) -
Mo 1%

|ITT, || For this case to be valid, § must satisfy § < 2de” #ml& , Sim-

_ mon
ilarly, according to union bound, when § < 2de #mI% | there exists

7 = O(dlog(d/5)/e) such that the inequality max;ecq, _ay |20 —
Zy ;| < 7 holds with at least 1 — § probability. o

<

First, consider the case where 0 < 7

Second, suppose 7 >
9e-Te/8dllML, .

Theorem 3.7. Assume that the perturbation function is the Piecewise
mechanism or the Multi-bit mechanism. Given § > 0, for any node
o, with probability at least 1 — 5, we have maxc(1__ay |Zo; — 20| =
O (dleldld)

).

Proor. If the perturbation function is Piecewise mechanism,
for any node u, Il(v, u) - (X,,; — x,,;) is a zero-mean random vari-
able and its variance is (II(v, u))? Var[%, ;]. Besides, the inequality
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2de€/*k

Lo, u) - (Xu; —xu;)| < omy

inequality, we find that
Pr(|Zu; = 2yl > 71 = Pr[| ) T(0,) - (Fuj = %uy)] > 7]
.2

T
. " (19)

2 Y ey (I(v,u))? Var[x, ;] +

Note that asymptotic expressions involving € are in the sense of

€ « 0. Thus, we can deduce that Var[x,, ;] O(%) and ,{(Zf/—j/ky(m =

O(g). Since II(v, u) € [0,1] and Y. ,cq II(v, u) = 1, we can obtain
that

always holds. Then by Bernstein’s

< ZCXP( T-4decl?k )

k(e 1)

TZ

o5y +7.0(9)
By applying the union bound, we can ensure that max;e(i,..q} |20, —
Z,;| < 7 holds with at least 1 — § probability by setting §/d = 2 -
P oreerars)

Given that the Multi-bit mechanism belongs to the same category
as the Piecewise mechanism (both being bounded mechanisms)
and the perturbed value is also unbiased, the analysis process of
the Multi-bit mechanism closely resembles that of the Piecewise
mechanism. Due to space constraints, we omit the proof of the
Multi-bit mechanism. ]

Pr(|Z,; — zo;] > 7] < 2 - exp( ). (20)

). Solving the above for 7, we have 7 = O(

According to the utility analysis presented in Theorem 3.3 and
Theorem 3.4, we observe that the HDS mechanism can yield a higher
utility than the Laplace mechanism. Furthermore, as indicated by
Theorem 3.3 and Theorem 3.7, the proposed HDS mechanism offers
superior error bounds compared to the Piecewise and Multi-bit
mechanisms, reducing them from O( w) to O(log(d/9)).

4 Experiments

4.1 Experimental Setup

Dataset. Our experiments use five real-world datasets: two cita-
tion networks (i.e., Cora and Pubmed [20]), one social networks (i.e.,

LastFM [32]) and two web graphs (i.e., Facebook and Wikipedia [31]).

Table 1 summarizes the statistics of the datasets used for evaluation.
Following previous works [24, 32], we randomly split each dataset
into three portions for node classification: 50% for training, 25%
for validation, and 25% for testing. Since the labels of nodes in the
LastFM dataset are highly imbalanced, we restrict the classes to the
top 10 with the most samples. For link prediction, the edges are
divided into 85% for training, 10% for testing, and 5% for validation.
And we sample the same number of non-existing links in each
group as negative links. Note that the LDP mechanisms perturb the
node features of all training, validation, and test sets.

Model Implementation Details. For node classification, we first
obtain the node embedding matrix Z via the PrivGE framework.
Then the matrix Z is fed into a model composed of a multi-layer
perceptron (MLP) followed by a softmax function for prediction:

¥ = softmax(MLP(Z; ©)), (21)

where Y represents the posterior class probabilities and © is the
learnable model parameters. Moreover, we adopt the cross-entropy
loss as the optimization function to train the classification module.

To perform link prediction, we first extract edge features based
on node representations. Specifically, for each node pair (u,0) € &,

dlog(d/5) )
— ).
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Table 1: Dataset Statistics

DATASET #NoDES  #EDGES  #FEATURES  #CLASSES
Cora 2,708 5,278 1,433 7
PUBMED 19,717 44,324 500 3
LAsTFM 7,083 25,814 7,842 10
FACEBOOK 22,470 170,912 4,714 4
WIKIPEDIA 11,631 170,845 13,183 2

we combine the node vectors z, and z, via the Hadamard product
to compose the edge vector. Then, we take the constructed edge
feature vectors as input and train a logistic regression classifier
to predict the presence or absence of edges. Following existing
works [25, 38], we use the pairwise objective loss function to opti-
mize the model.

For each task, we train the model on the training set and tune
the hyperparameters based on the model’s performance in the val-
idation set. First, we define the search space of hyperparameters.
Then we fix the privacy budget € = 1.0 and utilize NNI [26], an
automatic hyperparameter optimization tool, to determine the op-
timal choices. We use the Adam optimizer to train the models and
select the best model to evaluate the testing set.

Competitors and Evaluation Metric. In our experiments, we
compare the performance of the HDS mechanism with the Laplace
mechanism (LP) [9], the Piecewise mechanism (PM) [37] and the
Multi-bit mechanism (MB) [32]. Following existing works [20, 32],
we use accuracy to evaluate the node classification performance and
AUC to evaluate the link prediction performance. Unless otherwise
stated, we run each algorithm ten times for both tasks and report
the mean and standard deviation values.

Software and Hardware. We implement our algorithm in PyTorch
and C++. All the experiments are conducted on a machine with an
NVIDIA GeForce RTX 3080Ti, an AMD Ryzen Threadripper PRO
3995WX CPU, and 256GB RAM. Our code is available online®.

4.2 Experimental Results

Node Classification. In the first set of experiments, we evaluate
the performance of different mechanisms under different privacy
budgets for node classification. The privacy budget varies over the
range {0.01,0.1,1.0,2.0,3.0,5.0, co}, and we report the accuracy of
each method under each privacy budget, as shown in Figure 2. Note
that the error bars in the Figure 2 represent the standard deviation.
In addition, the case where € = oo is provided for comparison with
non-private baselines, where node features are directly employed
without any perturbation.

The experimental results lead us to conclude that our proposed
method demonstrates robustness to the perturbations and achieves
comparable performance to the non-private baseline across all
datasets. For instance, on the LastFM dataset, the HDS mecha-
nism achieves an accuracy of about 89.0% at € = 0.01, with only
a 1.6% decrease compared to the non-private method (¢ = o). On
the Cora dataset, the accuracy of HDS mechanism at € = 0.01 is
approximately 84.2%, just 4.3% lower than the non-private method.
Similarly, on the Pubmed dataset, when ¢ = 0.01, our method loses
less than 6.0% in accuracy over the non-private baseline. Inter-
estingly, on the Facebook and Wikipedia datasets, our framework

Shttps://github.com/Zening-Li/PrivGE
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Figure 2: Trade-offs between privacy and accuracy under different LDP mechanisms in node classification. Note that the error
bars represent the standard deviation and the results for co denote the accuracy of the non-private baselines.

Table 2: Trade-offs between privacy and AUC under different Link Prediction. In the second set of experiments, we shift our
LDP mechanisms in link prediction. Note that the results for focus to another important task: link prediction. To examine the
oo denote the AUC of the non-private baselines. performance of PrivGE under different privacy budgets, we vary €
Dataser  MecH. €= 1.0 =20 €=3.0 €=5.0 from 1.0 to 5.0. The experimental results are summarized in Table 2.
. p 752531 760235 750237 752236 Similar to the node classification .task, the HDS mechanism out-

ORA PM 732432 782+1.1 77.8+17 752+2.1 performs the other three methods in terms of the AUC score. At

9361: °3 , ggs ;g-z * ii gs-g * (1)-‘; 873-2 * (1)-19 872-2 + 8-98 € = 1.0, the AUC scores of our proposed mechanism outperform

10, ESH T+0. 5£0. 30, .
the best competitors by about 6.5, 16.0, and 4.0 on the datasets
LP 62.8+0.6 63.2+12 643+0.8 64.4+05 . -,

PUBMED PM 200410 77012 767+15 749+0% C.orat LastFM, anc.l Facebook, respectively. In addition, even 'con
e=o00 MB 79.4+08 77.9+1.0 78.4+0.7 77.2+0.7 sidering strong privacy guarantees, such as € = 1.0, the technique
97501 HDS  79.5+15 79.6+1.6 80.1+0.2 79.6+1.5 still achieves acceptable AUC scores on all five datasets, especially

L LP 74.4+63 754+6.0 77.0+48 73.8+3.5 on the LastFM, Facebook and Wikipedia datasets, where the AUC

ASTEM PM 679409 71.7+6.2 72.0£3.9 80.1+14 - -

e MB  757:31 782538 759146 78033 scores are above 90%. These outcomes underline the effectiveness
95.90+01 HDS 917413 92.0+01 920+01 92.0+01 of the proposed method for the link prediction task. Similar to the
o 1P Blo2532 847£27 856211 86.0%12 node classification task, our perturbatlor‘l mechanism yields higher

PM  92.1£05 93.2+05 93.3+0.3 89.9+0.3 AUC scores than the non-private baseline on both Facebook and
€=00 MB  92.6+3.8 92.8+23 93.1+22 87.7+0.9

Wikipedia datasets, which further confirms the efficiency of the

95.6+0.1 HDS 96.7+0.1 96.7+0.1 96.6=x0.1 96.6+0.1 . . . .
proposed solution. Unlike the observations obtained from the node

Lp 72.2+2.8 74.9+47 761£25 75.7+£3.5

WikpEDIA oy 760553 766546 768:35 770%17 class1ﬁczf1t10n., 1.r1 the. link predlcFlon tz.isk, we notlc.e tl.lat the LaPlace
€ =00 MB 76.6+3.6 77.2+1.4 782+13 784+1.1 mechanism is inferior to the Piecewise and Multi-bit mechanisms
98.5+01 HDS  991£01 99101 99.1£01 99.1£0.1 in most cases. In addition, the performance of the three competitors

becomes very unstable since a lot of noise is injected. As a result,
in some cases, the performance with a small privacy budget yet
outperforms when the privacy budget is large. In summary, the
experimental results emphasize that our approach can achieve a
better trade-off between privacy and utility.

outperforms the non-private setting by about 1.2 and 0.4 percentage
points, respectively. We conjecture that the observed experimental
results are mainly due to the fact that the injected noise provides
the model with strong generalization capabilities. Additionally, the
small standard deviation in our experimental results indicates that
our method maintains stable performance under various privacy
budgets. It consistently exhibits similar accuracy across distinct
privacy budget values from 0.01 to 1.0, which serves as a powerful
demonstration of its robustness to perturbations.

Second, our HDS mechanism consistently outperforms the other
mechanisms in almost all cases, particularly under smaller privacy
budgets, which is consistent with the theoretical analysis in The-
orem 3.3. For instance, at € = 0.01, HDS achieves approximately
8.2% higher accuracy than the best competitor, the Laplace mecha-
nism, on the Pubmed dataset. Similarly, at e = 0.01, our approach
outperforms LP, PM, and MB by 1.7%, 4.4% and 6.4%, respectively,
on the Wikipedia dataset. This remarkable performance advantage
can be attributed to the fact that our proposed perturbation mech-
anism can provide more concentrated perturbations compared to
the Laplace, Piecewise, and Multi-bit mechanisms. Additionally, we
can observe that even the simplest method, the Laplace mechanism,
sometimes outperforms the Piecewise and Multi-bit mechanisms,
especially when a smaller privacy budget is allocated.

Parameter Analysis. In this experiment, we investigate the impact
of the parameter k on the performance of our proposed method. The
parameter k is a hyperparameter that controls the size of the subset
of dimensions that are randomly perturbed in the HDS mechanism.
We vary k within {1, 3,5, 10, 20, 30,50}, and evaluate the results
under different privacy budgets € € {1.0,2.0,3.0} for both node
classification and link prediction tasks.

As for node classification, the experimental results are illustrated
in Figure 3. We observe that the performance of our mechanism re-
mains relatively stable for all values of k on Cora, LastFM, and Face-
book datasets, varying up and down by no more than 2.0%. How-
ever, on the Pubmed dataset, the approach performs better when
k is smaller, especially when k < 5. In contrast, on the Wikipedia
dataset, the performance of HDS improves as the number of sam-
ples increases, particularly when k > 10. This indicates that the
performance of HDS is sensitive to the value of k on the Pubmed
and Wikipedia datasets, whereas it is relatively insensitive to k on
the other three datasets.

As for link prediction, the experimental results are illustrated
in Figure 4. Our framework performs better for small values of k
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Figure 3: Effect of the sampling parameter k on the performance of PrivGE for node classification.
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Figure 4: Effect of the sampling parameter k on the performance of PrivGE for link prediction.

on Cora, LastFM, and Facebook datasets, while it achieves better
results for large k values on the Pubmed dataset. On the Wikipedia
dataset, our method is stable across all values of k. Generally, the
optimal value of k depends on the specific dataset and task.

5 Related work

DP on Graph Analysis. DP has become the standard for pri-
vacy protection in various data analysis tasks [7, 18]. In central-
ized DP, most graph analysis tasks revolve around the computa-
tion of diverse statistics such as degree distributions and subgraph
counts [3, 6, 17, 19, 28, 42]. In addition, research extends to other
graph problems under DP, such as node subset release for vertex
cover [12] and densest subgraph [4, 27], and synthetic graph gen-
eration [16]. However, all these centralized DP methods require
possession of all user data, which suffers from the data breach.

Local DP assumes an untrusted data collector and recently has
attracted much attention in graph analysis. Ye et al. [40] propose a
method to estimate graph metrics. Qin et al. [29] develop a multi-
phase approach to generate synthetic decentralized social networks
under the notion of LDP. In addition, a series of studies have focused
on subgraph counting [13, 14, 34]. Sun et al. [34] develop a multi-
phase framework under decentralized DP, which assumes that each
user allows her friends to see all her connections. Imola et al. [13]
introduce an additional round of interaction between users and the
data collector to reduce the estimation error, and [14] employs edge
sampling to improve the communication efficiency.

DP on Graph Learning. To address the privacy concerns in graph
learning, DP has been widely used to protect sensitive data. For
instance, Xu et al. [39] propose a DP algorithm for graph embedding
that uses the objective perturbation mechanism on the loss function
of the matrix factorization. Zhang et al. [43] devise a perturbed
gradient descent method based on the Lipschitz condition. Epasto
et al. [10] develop an approximate method for computing person-
alized PageRank vectors with differential privacy and extend this
algorithm to graph embedding. In recent years, DP has also been
used to provide formal privacy assurances for Graph Neural Net-
works [2, 22, 33]. All these methods assume that there is a trusted
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data curator, making them susceptible to data leakage issues and
unsuitable for decentralized graph analysis applications.

To tackle these issues, some studies have focused on leveraging
LDP to train Graph Neural Networks [15, 24, 32, 44]. To be specific,
Zhang et al. [44] propose an algorithm for recommendation sys-
tems, which utilizes LDP to prevent users from attribute inference
attacks. LPGNN [32] assumes that node features are private and the
data curator has access to the graph structure, where the scenario
is similar to ours. In this setting, each user perturbs their features
through the Multi-bit mechanism. However, this mechanism intro-
duces much noise to the data that can degrade the performance.
Analogously, [15, 24] also utilize the Multi-bit mechanism to pre-
serve the privacy of node features. Unlike these works, we propose
an improved mechanism to achieve LDP for graph embedding and
provide a detailed utility analysis for our method.

6 Conclusion

In this paper, we propose PrivGE, a privacy-preserving graph em-
bedding framework based on local differential privacy. To this end,
we propose an LDP mechanism called HDS to protect the privacy
of node features. Then, to avoid neighborhood explosion and over-
smoothing problems, we decouple the feature transformation from
graph propagation and employ personalized PageRank as a proxim-
ity measure to learn node representations. Importantly, we perform
a novel and comprehensive theoretical analysis of the privacy and
utility of the PrivGE framework. Extensive experiments conducted
on real-world datasets demonstrate that our proposed method es-
tablishes state-of-the-art performance and achieves better privacy-
utility trade-offs on both node classification and link prediction
tasks. In future work, we plan to extend our work to protect the
privacy of the graph structure as well. Another future direction is to
develop a graph embedding algorithm to protect the edge privacy
for non-attributed graphs that contain only node IDs and edges.
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